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AMI
Partner (sub-broker)

Network

bssgin.bora.dopa.go.th

Linkage Center System
LAS2UIYADUNILADS

VBI3¥UU Linkage Center

GIN
(Private Network)
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i AMI_HOST = IP 22 AMI Partner
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(Private Network)
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Web-Application



RESTful Web Service

Nun1eld HTTP %58 HTTPS wWunan a1dy HTTP Method tu Verb Tunas
UIZUIANANTITVING UGBS

HTTP Method SQL Command Operation N15911914

_ SELECT YOUBUATINITAEI YIBNAEIIUNNT
POST INSERT ndoyalval

PUT UPDATE uiladoyaiies

DELETE DELETE auleya



RESTful Web Service

fo819n1514997u URL 989 REST web services fifinmsveusioludl 1wy
- ma%aaﬂaﬁwé"qe??aﬁgwm
http://localhost/rest/order
- yedeyadidsteiisiadite 1234
http://localhost/rest/order/1234
- vadeyaanimuieuludeyandsluly

http://localhost/rest/customer?gender=male&date=15102559



RESTful Web Service

195517 NENUNATEs AMvualiviieeuiaziduenles Linkage Center
Ao39RYIN RESTfUl web service 6y HTTPS (TLS1.1 3uly) Trifisuuuu URL fsialudl
[AUMELAYUIEANFIUTEV IV 13 N (5000)

1. AINIAINUA version BIN1SIRUSAS (v1...99)
2. fvuadedmiumsieswensiiuinistoua ldoannumne
3. ndiusnistes Wirmuadeusniseas Tideaumne
4. finsSudayalunsrunmeleauyseiaiusyuvu (PID)
A9
® https://domain/v1/pop/1234567890123
® https://domain/v1/birth/parent/1234567890123

AMI Action Code 5000



RESTful Web Service

1191551U7 nsUN15UNATEY NMvualinguNIziILLTouled Linkage Center
Ao39RYIN RESTfUl web service 6y HTTPS (TLS1.1 3uly) Trifisuuuu URL fsialudl
[AUPIETILADY 9 ]

1. AINIAINUA version BIN1SIRUSAS (v1...99)
2. fvuadedmiumsdesensliusnistoyalidennuming
3. indiusnistes Tismuadeusnisgaslidoninuming
4. Snssudioyalunisfumsenisds Tefd = daya ldvane o &
A9
® https://domain/v1/pop?PID=1234567890123
® https://domain/v1/birth/parent?PID=1234567890123&Gender=male

AMI Action Code 6000



RESTful Web Service

AuUaandelun1sieulestaya Linkage Center Auniisauelvvayalaeioules
N RESTful web service kU HTTPS (TLS1.1 duly) wasiveusiairsotieniglu (Private

Network)
Linkage Center galinsasiuuslun1ssasvestaya (Http Request Headers)

Ldamhegaudn 3 dudsee
1. Authorization : Basic #######H##H#H.. .(Linkage Basic Key)
2. X-Office-Request : ###H##H# (lavsianhenuiiiosvedoya 5 ndn)
3. X-User-Request : ############H (182 13 van HauAw)
Femhsnuglideyaaansathluiivas logger ilelilunsnsnnaounislideya

v39 Wnldnsvgeulunisiadeyanls
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RESTful Web Service

HTTP Response Headers apsiin1sn1uualiniin1sneaunsyu HTTP Status Codes

Status Range

Description

Examples

200 (HTTP_STATUS_OK)

The request completed successfully.

200 OK

204 (HTTP_STATUS_NO_CONTENT)

The server has fulfilled the request,

but there is no new information to send back.

204 No Content

400 (HTTP_STATUS BAD_REQUEST)

The request could not be processed by the server due

to invalid syntax.

400 Syntax Error

401 (HTTP_STATUS_ DENIED)

The requested resource requires user authentication.

401 Access Denied

404 (HTTP_STATUS_NOT_FOUND)

The server has not found anything matching

the requested URI (Uniform Resource Identifier).

404 Not Found

405 (HTTP_STATUS_BAD_METHOD)

The HTTP verb used is not allowed.

405 Method Not Allowed

500 (HTTP_STATUS_SERVER ERROR)

The server encountered an unexpected condition that

prevented it from fulfilling the request.

500 Internal Server Error




RESTful Web Service

Y =

JayanounauNludIuvas HTTP response body trmaunaulusuuuuves
JSON e‘z’iqgﬂﬁmuﬂgmt,uuﬁfﬁﬁ (swaztﬁamﬁmauﬁ http://www.json.org/)
_ Object agldiaSowune { } Ingazil { members } agjium%wma
- Members 3Usenaunig pair ¥ise pair , members 9nnla
- Pair 9giin15UsenadikUsuasdaya (Key : Value) muguuuy string : value
~ Value @u1safianidy string, number, object, array, true, false LLag null
- Array a¢lfiaTommne [ ]11ngagdl [ clements ] ogluiniaammne

Y P=| = M v
- Elernents 93Usenaume value v39 value , elements anala

N



RESTful Web Service

agevBINaanSaglusUkuy JSON LAAIR I8 D LU
{

"firstName": "John",

"lastName": "Smith",

"address": {
"streetAddress": "21 2nd Street",
"city": "New York",
"state": "NY",
"postalCode": 10021

}

"phoneNumbers": [
"212 555-1234",
"646 555-4567"




RESTful Web Service

= 1 124
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Ivimaundu Http status = 204 lagds Data 1La9ly Http Body A4l

fagamaansagluguiuy JSON
{
“NotFound": “laiwusignisdayatavussindiuszvvu 1234567890123
}
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Linkage Management Services
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Linkage Management System
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Linkage Center Development
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Wanlgalgaudayaniiguniniyg
NIUIYUU Linkage Center




AMNTINAINUILUTUATH
dmSuauAudayaluseuu Linkage Center

Yes

Login Yol4ans Audoya
9080 9081 UL U1UUL 5000/6000

I9NAG!
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nnsasaaauLainggldinu Linkage Center System ( User)

Smart Card

VerifyPIN

GetMatchStatus(X)
= N[255] bytes

EnvelopGMSx(N) =
Y[255] bytes

Read(PID, CID) Send (9080+PID)+C|D

Client Application

Recive
(9080 + Status + X)
Send
(9081+PID+CID+X+Y)

Success(Status)

Yes

v

Request People Data
with T

AMI/IKNO
Sub-broker

Forward
(9080+PID+CID

)

Forward
(9080 + Status + X)

Forward
(9081+PID+CID+X+Y)

Forward
(9081 +Status+ T)

.

Linkage Center Development

Linkage AMI Server

Generate Random (X)
32 bytes

Return
(9080 + Status + X)

{

Return
(9081 +Status+ T)




Linkage Center Development

nisauAuiayatlszanauain Linkage Center System 1ng &visianuiing visenasan1s@nsilsvnimu

Smart Card

Client Application

Send (5000+
+OfficeCode
+VersionCode
+ServiceCode
+PID)

4 g N
Recive

\(5000+Stat+us + Data )/

Using Data {JSON}

- J

Continue

End

AMI/IKNO
Sub-broker

Forward (5000+

+OfficeCode
+VersionCode
+ServiceCode
+PID)

Forward
(5000+Status + Data)

?Key=value&Key2:

Linkage AMI Server

Check
Government
Permission

Query Data with
RESTful Web-service

Return
(5000+Status + Data)

Send 6000 wWaew FAID 1w
=Value2...&KeyN=ValueN




Linkage Center Development

3%a OfficeCode5 VersionCode2 uav ServiceCode3 gannutiniulus
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nnsua liansilseanmu fae PIN iweaymynlidudy

Smart Card (wszanuw)

Read(pPID, pCID)

VerifyPIN

GetMatchStatus(X)
= pN[255] bytes

EnvelopGMSx(pN) =
[255] bytes

Client Application

Impart (X)

Impart (T)

Send

(5090+ +pPID+pCID

+1+pY)

YES

v

Next To
Get Other Data

Linkage Center Development

AMI/IKNO
Sub-broker

Forward
(5090+ +pPID+pCID
+1+pY)

Forward
(5090 + Status )

¥ 9573

pfiayadaunana Ynusnsdieyaaes Linkage Center System

Linkage AMI Server

Validate

Return
(5090 + Status )

AUNSAUNNAGLATY 13 9

VY
-1 IS

1 = ps7vdauyAAa (PIN %9 anginuWilaila)

2 = P5IWIUUNT

ANV



Linkage Center Development

A % | a v

nnsue Wavdilszanmu foe 1mnsv eayynliidusugieysdauyana nnisnsieyaaes Linkage Center System

AMI/IKNO

Smart Card (dszamw) Client Application Sub-broker

Linkage AMI Server

Read(pPID, pCID)

GetRMAC(X)
= pN[255] bytes

Send Forward
(5090+ +pPID+pCID (5090+ +pPID+pCID Validate
+2+0Y) +2+07)

Forward Return
(5090 + Status ) (5090 + Status )

EnvelopGMSx(pN) =
[255] bytes

YES

v
Next To
Get Other Data

1 = as3aauyAra (PIN ¥30 a1efamilaile)

2 = ASIVHIUUNS




Linkage Center Development

nisauAuiayatlszanauain Linkage Center System 1ng &visianuiing visenasan1s@nsilsvnimu

Smart Card

Client Application

Send (5000+
+OfficeCode
+VersionCode
+ServiceCode
+PID)

4 g N
Recive

\(5000+Stat+us + Data )/

Using Data {JSON}

- J

Continue

End

AMI/IKNO
Sub-broker

Forward (5000+

+OfficeCode
+VersionCode
+ServiceCode
+PID)

Forward
(5000+Status + Data)

Linkage AMI Server

Check
Government
Permission

Query Data with
RESTful Web-service

Return
(5000+Status + Data)




Linkage Center System

LUsunsuiagng
N15:¥eulY91UY81a91NTEUU Linkage Center

=I5
rRFE4nIRias IFe'rtian SCR3 0 j [Mawiia=
PID 13 |3570900448547
CID 16 [409824100428625¢ Pllinkage Office Code|  [3}449080
HHKEY |5dzedcecﬂ-?4EEE~EdEdb3c1f5bSaecbb2 [4JPINCODE
GET MATCH  |1be9e52f17d895d024eb ¥c20715b56903ac0d 12305 16 1fc3eb 15¢017 14bb
EnvelopGMXs  [5341534d00010050d 30 7318000054482042494420382d% # 2240906 1644091903 [5]d4 9081
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[Blinussmnn =T PN gme. [81ss 5090
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QUTPUT Code 2000 -

Office 00023

Yersion 01

Service 001

PID 3570900448547

RetumCode 00000

Data —x«

MitleCode™ 3, titleDesc™ "san ", firstName":"vfin=dda ", "middleNams""

" "lastMame""yunana", "genderCode": 1, "genderDesc™;
g™, "dateCf Bith " 25211230, "nationaltyCode": 99, "nationality Desc™:"

Tau""ownerStatusDesc"™:"5 lI
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