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Common Vulnerabilities and Exposures (CVE)
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Documentation
&) CVEdetails.com
powered by SecurityScorecard q
v~ Vulnerabilities

By Date

By Type New/Updated CVEs Distribution of vulnerabilities by CVSS scores
Known Exploited

Assigners
o] 61 cvEs created, 94 cves CVSS Score Range Vulnerabilities
CVSS Scores updated since yesterday
0-1 = 2241
EPSS S
cores 632 cvEs created, 1894 1-2 96
Search i
CVEs updated in the last 7 days
P Y 2-3 . 865
v Vulnerable Software 3092 cves created, 9313 3-4 2219
Vendors CVEs updated in the last 30 days 4-5 15054
Products 5-6 33209
Version Search 5
-7 34328
« Vulnerability Intel. Known exploited vulnerabilities _— 51036
Newsfeed Since yesterday Last 7 days Last 30 days 89 25496
Open Source Vulns 0 o 24 9+ 36377
Emerging CVEs Recent EPSS score changes Total 200921
Feeds
>5% >10% >50% Weighted Average CVSS Score: 7.6
Exploits 19 5 1
Advisories * For CVEs published in the last 10 years
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License Comparison

msEuus/Aneu mstinausy

fEneaurulaaniy awnsaiiulai

Nessus Expert

WEUWE0 098 NSTUIA IMid s smsUszdiuay

wanznulas ) L finaamsmsuszduanudaandunnely e
(msldfeniilailedondiu) , Uaansietus (Internal & External Threats, Cloud)
(Internal Threats) ageAsaUAGY
ms970a IP 16 IP Tajanin Tajafin
1 W ~160,490 ym / U ~ 241,810 um /1
External Attack Surface Management X X v
Cloud Infrastructure Assessment X X AWS / Azure / GCP
Container Security X X v

Usznmmsawn

Credentialed & non-credentialed scans

Credentialed & non-credentialed

Custom scans

Credentialed & non credentialed
Custom scans

Cloud & external scans

Reporting & Analysis

Basic reports (CSV, HTML, PDF)

Advanced reporting, customizable reports

Advanced reporting

including cloud and external attack surface

Integration & Automation

Limited or no advanced intecrations

APl support for automation & integration

APl support, plus doud and external management

Support

Community support

Standard support included
Portal Support
Chat Support

Premium support available

Portal Support
Chat Support
Phone Support
Direct access & Fully supported

b team of Tier || Fnoineers
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Hardware Requirements

Essential Professional & Expert
2 Cores (Minimum)
ﬂ 4 Cores (Recommended)

4 GB (Minimum)

4(2GHz) Cores (50,000 Host / Scan)

4(2GHz) Cores or higher (>50,000 Host / Scan)

8(2GHz) Cores or higher (Web App Scan)

8 GB (Recommended) 4 GB (50,000 Host / Scan)

8 GB or higher (>50,000 Host / Scan, Web App Scan)

Q 30 GB (Minimum)
50 GB SSD (Recommended) 30 GB (50,000 or more Host / Scan)

&

40 GB (Web App Scan)

1 Gbps
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Scan Requirements

P ABURUYINNITALAURAIE Nessus Expert 3 Requirements flalunisaini Al

3
a a

1. Credentials llunsaunugunsaivaisna seadudnseasan i Administrator (Windows) , root (Linux)

U

2. AsannuLAseIntdu Windows 3nidusaauda Service wiandl

2.1 Service Remote Registry Iﬂﬂi‘d‘ﬁ Services > Remote Registry > Start

.. Services

File Action View Help

s | Ec= HE »onwp

e o || e od

-~

Remote Registry Name Description Status Startup Type Log On As
) Gk Radio Management Service  Radio Mana... Manual Local Service
?—::aﬁ‘:hs:::::ice €} Remote Access Auto Conne... Creates a co... Manual Local Syste...
@} Remote Access Connection... Manages di... Manual Local Syste...
&) Remote Desktop Configurat... Remote Des... Running Manual Local Syste...
Description: ) &), Remote Desktop Services Allows user... Running  Manual Network S...
f:;ll:tler; ;:;:tges:s:;::cr:;dp?ter. If '€} Remote Desktop Services U... Allowsther.. Running Manual Local Syste...
this service is stopped, the registry & Remote Packet Capture Pro... Allows to ca... Manual Local Syste...

can be modified only by users on this G} Remote Procedure Call (RPC) The RPCSS.. Running  Automatic Network S...

computer. If this service is disabled, . In Windows... Manual Network S...
any services that explicitly depend o — — —
it will fail to start.

-t RESUIT3

Stop

@ Routing and Remote Access  Offers routi... C

@RPC Endpoint Mapper Resolves RP... Running / Pause

@Secondary Logon Enables star... M Resume

@‘k Secure Socket Tunneling Pr... Provides su... h Restart e
@Security Accounts Manager  Thestartup.. Running # .
&) Sensor Data Service Delivers dat... h Al Tasks > L.
i} Sensor Monitoring Service  Monitors va... A Refresh €
@k Sensor Service A service fo... )l

&) Server Supports fil.. Running £ Properties

@Shell Hardware Detection Provides no... Running £

Help
-@Sr‘nart Card Manages ac... Cisouicu cuval Joivicg
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2.2 Service WMI Tng/lUfl Services > Windows Management Instrumentation > Start

. Services

File Action

View Help

. Services (Local)

Windows Management
Instrumentation

Stop the service
Pauce the service
Restart the service

Description:

Provides a common interface and
object model to access management
information about operating system,
devices, applications and services. If
this service is stopped, most
Windows-based software will not
function properly. If this service is
disabled, any services that explicitly
depend on it will fail to start.

Name =

'@}W.’;C Logging Service

&), WalletService

i€} Windows Audio

@Mndows Audio Endpoint Builder
@Windows Biometric Service
@;Mﬁndows Camera Frame Server
@Windows Connection Manager

@\Mndows Defender Network Inspection Se...

@g Windows Defender Service

@Mﬁndows Driver Foundation - User-mode ...

@Windows Encryption Provider Host Service
@W’mdows Error Reporting Service
@\Mndows Event Collector

@\Mndows Event Log

&} Windows Firewall

@\Mndows Font Cache Service

@ Windows Image Acquisition (WIA)

&) Windows Insider Service

@ Windows Installer

’\Q Windows Modules Installer

Description
Provides W...

Hosts objec...
Manages au...
Manages au...

The Windo...

Enables mul...
Makes auto...
Helps guard...
Helps prote...
Creates and...

Windows E...

Allows error...
This service ...
This service ...
Windows Fi...
Optimizes p...
Provides im...

wisvce

Provides a c...

Enables inst...

Adds, modi...

Status

Running

Running
Running

Running
Running
Running

Running

Startup Type Log On As
Manual Local Syste...
Manual Local Syste...
Manual Local Service
Manual Local Syste...
Automatic (T... Local Syste...
Manual (Trig... Local Service
Automatic (T... Local Service
Manual Local Service
Aw-—.&:- | meal Coondm
Ma Start

Ma Stop

Ma Pause

Ma Resume

AUl Restart

Aut

Aut Al Tasks >
M2 Refresh

Ma

Ma Propetties

Manual

anual (Trig...

Local Service
Local Syste...
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2.3 File Sharing and Printer 1U# Network and Sharing Center > Change advance sharing setting

A Network and Sharing Center — [ X

1 EE « Network and Internet » Network and Sharing Center v U Search Control Panel P

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings

Change advanced sharing Network Access type: No Internet access
settings Private network Connections: @ Ethernet0

Change your networking settings

gi Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting information.

See also
Internet Options

Windows Firewall
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nUUlUR File and Printer sharing ¥inn15t@ani Turn on file and printer sharing 31n1uAA save changes

*$ Advanced sharing settings - [l X

&« v A4 *§ < Network and Sharing Center > Advanced sharing settings v ©  Search Control Panel P

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for
each profile.

Private (current profile) @

Network discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers.

(® Turn on network discovery
Turn on automatic setup of network connected devices.
(O Turn off network discovery

| File and printer sharing |

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

(® Turn on file and printer sharing
—
() Turn off file and printer sharing

Guest or Public — I:\_/> v

9 Save changes Cancel
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B T
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]
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Nntwinslddayalunsouduna
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@nsass Schedule Tunsaunuidu Daily , Weekly %158 Monthly ¢

Lo
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Basic Network Scan
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Create Scan

NUWINSHavaYaluNToUALAY

Name : @8 Policy Scan 7igan15ma

Target : s¥ULAT0TIRBINTALNUIE IP Address AuideInTs
lae35n1338Y IP aunsaseylavansiuy Ly

YINAITEWAY IP LAY LU 192.168.1.1

Wnnsawny IP ﬁgﬁLLﬁi 1 99 100 19U 192.168.1.1-192.168.1.100

ynsawny IP 1 U Class Range iy 192.168.1.0/24

New Scan / Basic Network Scan
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$19879 Report LUU Executive Summary

CRITICAL

Vuinerabilities

HIGH MEDIUM LOW INFO

Total: 310

SEVERITY CVSS  PLUGIN NAME

100

100

10.0

10.0

10.0

10.0

10.0

100

100

10.0

10.0

93461

93960

05762

96388

97142

97727

100052

100756

101362

104544

Adobe Flash Player <= 22.0.0.211 Multiple Vulnerabilities (APSB16-29)
Adobe Flash Player <= 23.0.0 162 Multiple Vulnerabilities (APSB16-32)
Adobe Flash Player <= 23.0.0.207 Multiple Vulnerabilities (APSB16-39)
Adobe Flash Player <= 24 0.0.186 Multiple Vuinerabilities (APSB17-02)
Adobe Flash Player <= 24.0.0.194 Multiple Vulnerabilities (APSB17-04)
Adobe Flash Player <= 24.0.0.221 Multiple Vulnerabilities (APSB817-07)
Adobe Flash Player <= 25.0.0.127 Multiple Vulnerabilities (APSB17-10)
Adobe Flash Player <= 25.0.0.148 Multiple Vulnerabilities (APSB17-15)
Adobe Flash Player <= 25.0.0.171 Multiple Vulnerabilities (APS817-17)
Adobe Flash Player <= 26.0.0.131 Multiple Vulnerabiiities (APSB17-21)

Adobe Flash Player <= 27.0.0.183 (APSB17-33)
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CRITICAL

#1887 Report WuU Custom

= Scan Information
Generate PDF Report - 2 Hosts Selected X
Start time: Thu Apr 22 04:16:18 2021
End time: Thu Apr 22 04:29:21 2021

Report Custom ) Host Info ion
Data v Vulnerabilities Netbios Name: BT-TERMINALO1

P N IP: 10.3.342

Remediations MAC Address: 00.0C:29.35:77:D3

‘ os: Microsoft Windows Server 2016 Standard
Group Vulnerabilities By Haost v

+ Scan Information Vulnerabilities

'« Host Information 93461 - Adobe Flash Player <= 22.0.0.211 Multiple Vuinerabilities (APSB16-29)
Vulnerabilities Details Select All | Clear o
¥ Synopsis ¥ CVSS Base Score The remote Windows host has a browser plugin installed that is affected by multiple vulnerabilties.
v Description v CVSS Temporal Score
v SeeAlso ¥ STIG Severity - _— -H H H:--

. The version of Adobe Flash Ptayer installed on the remote Windows host is equal or prior lo version 22.0.0.211.
v Solution ' References Itis, therefore, affected by multiple vulnerabilities :
v Risk Factor v Exploitable With - Multiple security bypass vulnerabilities exist that allow an unauthenticated, remote attacker to disclose sensitive
: information. (CVE-2016-4271, CVE-2016-4277, CVE-2016-4278)
¥ CVSS v3.0 Base Score v Plugin Information
) N - Multipie use-after-free errors exist that allow an unauthenticated, remote altacker to execute arbitrary code

¥ CVSS v3.0 Temporal Score v Plugin Output (CVE-2016-4272, CVE-2016-4279, CVE-2016-6921, CVE-2016-6923, CVE-2016-6925, CVE-2016-6926.

) CVE-2016-6927, CVE-2016-6929, CVE-2016-6930, CVE-2016-6931, CVE-2016-6932)
Some vulnerability details do not exist in ali results

- Multiple memary corruption issues exist that allow an unauthenticated, remole attacker o execute arbitrary
Formatting Options code. (CVE-2016-4274, CVE-2016-4275, CVE-2016-4276, CVE-2016-4280, CVE-2016-4281, CVE-2016-4282,

. CVE-2016-4283, CVE-2016-4284, CVE-2016-4285. CVE-2016-6922, CVE-2016-6924)
v Include page breaks between vulnerability results

Generate Report Cancel Save as default v

- An integer overfiow condition exists that allows an unauthenticated, remote attacker to execute arbitrary code.




RIMicAL  Apache 2.4.x >=2.4.7 / <2.4.52 Forward Proxy DoS / SSRF

Description

The version of Apache httpd installed on the remote host is equal to or greater than 2.4.7 and prior to 2.4.52.
It is, therefore, affected by a flaw related to acting as a forward proxy.

A crafted URI sent to httpd configured as a forward proxy (ProxyRequests on) can cause a crash (NULL pointer
dereference) or, for configurations mixing forward and reverse proxy declarations, can allow for requests to be
directed to a declared Unix Domain Socket endpoint (Server Side Request Forgery).

Note that Nessus has not tested for this issue but has instead relied only on the application's self-reported version
number.

Solution
Upgrade to Apache version 2.4.52 or later.

Output

URL : http://dohmeeting.anamai.moph.go.th/
Installed wversion : 2.4.38
Fixed wversion : 2.4.52

Plugin Details

Severity: Critical

ID: 156255

Version: 1.10

Type: combined

Family: Web Servers
Published: December 23, 2021
Modified: November 22, 2023

VPR Key Drivers

Threat Recency: No recorded events
Threat Intensity: Very Low

Exploit Code Maturity: PoC

Age of Vuln: 730 days +

Product Coverage: Very High
CVS5V3 Impact Score: 5.9

Threat Sources: No recorded events




crRmcAL  PHP 7.4.x<7.4.28

Description

The version of PHP installed on the remote host is prior to 7.4.28. It is, therefore, affected by a vulnerability as
referenced in the Version 7.4.28 advisory.

- In PHP versions 7.4.x below 7.4.28, 8.0.x below 8.0.16, and 8.1.x below 8.1.3, when using filter functions with
FILTER_VALIDATE_FLOAT filter and min/max limits, if the filter fails, there is a possibility to trigger use of allocated
memory after free, which can result it crashes, and potentially in overwrite of other memory chunks and RCE. This
issue affects: code that uses FILTER VALIDATE FLOAT with min/max limits.

(CVE-2021-21708)

Note that Nessus has not tested for this issue but has instead relied only on the application’s self-reported version
number.

Solution
Upgrade to PHP version 7.4.28 or later.

See Also
http://php.net/ChangelLog-7.php#7.4.28

Plugin Details

Severity: Critical

ID: 158133

Version: 1.8

Type: remote

Family: CGl abuses
Published: February 17, 2022
Modified: November 22, 2024

VPR Key Drivers

Threat Recency: No recorded events
Threat Intensity: Very Low

Exploit Code Maturity: PoC

Age of Vuln: 730 days +

Product Coverage: Low

CVSSV3 Impact Score: 5.9

Threat Sources: No recorded events




crmicaAL  OpenSSL 3.1.0 < 3.1.7 Vulnerability

Description

The version of OpenSSL installed on the remote host is prior to 3.1.7. It is, therefore, affected by a vulnerability as
referenced in the 3.1.7 advisory.

- Issue summary: Calling the OpenSSL API function SSL_select_next_proto with an empty supported client protocols
buffer may cause a crash or memory contents to be sent to the peer. Impact summary: A buffer overread can have
a range of potential consequences such as unexpected application beahviour or a crash.

In particular this issue could result in up to 255 bytes of arbitrary private data from memory being sent to the peer
leading to a loss of confidentiality. However, only applications that directly call the SSL_select_next_proto function
with a 0 length list of supported client protocols are affected by this issue. This would normally never be a valid
scenario and is typically not under attacker control but may occur by accident in the case of a configuration or
programming error in the calling application. The OpenSSL API function SSL_select_next_proto is typically used by
TLS applications that support ALPN (Application Layer Protocol Negotiation) or NPN (Next Protocol Negotiation).
NPN is older, was never standardised and is deprecated in favour of ALPN. We believe that ALPN is significantly
more widely deployed than NPN. The SSL_select_next_proto function accepts a list of protocols from the server and
a list of protocols from the client and returns the first protocol that appears in the server list that also appears in the
client list. In the case of no overlap between the two lists it returns the first item in the client list. In either case it will
signal whether an overlap between the two lists was found. In the case where SSL_select_next_proto is called with a
zero length client list it fails to notice this condition and returns the memory immediately following the client list
pointer (and reports that there was no overlap in the lists). This function is typically called from a server side
application callback for ALPN or a client side application callback for NPN. In the case of ALPN the list of protocols
supplied by the client is guaranteed by libssl to never be zero in length. The list of server protocols comes from the
application and should never normally be expected to be of zero length. In this case if the SSL_select_next_proto
function has been called as expected (with the list supplied by the client passed in the client/client_len parameters),
then the application will not be vulnerable to this issue. If the application has accidentally been configured with a
zero length server list, and has accidentally passed that zero length server list in the client/client_len parameters,
and has additionally failed to correctly handle a no overlap response (which would normally result in a handshake

Plugin Details

Severity: Critical
ID: 201082
Version: 1.3
Type:
Family:
Published:
Modified:

combined

Web Servers
June 27, 2024
October 7, 2024

VPR Key Drivers

Threat Recency: No recorded events
Threat Intensity: Very Low

Exploit Code Maturity: Unproven
Age of Vuln: 180 - 365 days

Product Coverage: Low

CVSSV3 Impact Score: 5.2

Threat Sources: No recorded events

Risk Information

Vulnerability Priority Rating (VPR): 6.0

Exploit Prediction Scoring System (EPSS): 0.0004
Risk Factor: Medium

CVSS v3.0 Base Score: 9.1
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