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® Distributed Ledger Technology

Distributed Ledger Technology (DLT) Wussuvmsufitimesuuunszane
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Embedding distributed ledger technology

A distributed ledger is a network that records ownership through a shared registry
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Centralised Ledger — Distributed Ledger

ANLFAIANNLANAINVOILUIAR Centralized Wag Distributed Ledger

® Decentralized Application (DApp)

Decentralized Application w3ei3endu < 31 DApp (81uin “uil”) Jugduuunis
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Storage LU IPFS (InterPlanetary File System) Jldsuanvazlidunaiuanuunniiavae
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Tusunsu DApp anansaldmeiuasdsnisuuusady fiftesudszuundstig (Back End) 7
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What is a DApp?

Application ==
Provider/owner/developer
of application
= I c—— B |
_____ e — | = =
= b= E=
e —

Server Server Server
Internet

A centralised application is connected to servers operated by entity
that owns the app.

Decentralised application

Peer-to-peer network

A decentralised application runs on equivalent nodes in a peer-to-peer
network in which each node is controlled by a different entity.

amlSpuiisvantnenssuves Application wuuLAnfiu Decentralized Application

® Self-Sovereign Identity

Self-Sovereign Identity (SSI) {unannistunisligldauszuulag \Wuddnnisuay
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> User Roles in Trust Triangle

Trust Triangle Roles I%Q%UWawmwuaq;ﬂ%uazﬁﬁm%’aﬂuaa’ﬁ]mUﬂiimm
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1. Issuers \ugivimihiiesnienans Credential s 9 Tuszuu sauansiasuutas
wily nsau Msmvuaiunuaengvesdeyaly Credential it 9 Issuers d@ulngaz
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2. Holders w30 Provers 1ugfifuiirvesteyaviofio Credential floonlag Issuer
annsoduldisyprauarosdng

3. Verifiers [ugiifiosnisnsivaeuteyaves Credential 1 Yoyaiszylu Credential
Huasannuiidrmdela {ieiduiiivesdemuiiszylivdels foontenansiduaia
pufiszylivdelal Credential dufinisidsundasdluanduatuniold wie
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Issuers Verifier

provides

provides Public DID

Public DID I Sesdveiradond
presents

provides
Peer DID

?
4 self-attested

\/ verfied

presentation

issues

Verified Credential Zero knowledge

Proof

via peer DID
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> Verifiable Credentials (VC)
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Verifiable Credential %58 VC L“ﬂummgmmaagﬂLLUULL@%%%mimumﬁﬂ
Rerfuniiadesuseswnmunieansluguuuudiva (Digital Credentials) wensénsla 9
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- Credential Metadata \{utoyailosuinaauifives Credential \Wu foon Usziam
vioiidle (Subject) funaeenuievuneny Reulvnsvuneny Wusdy

- Claim (Schema+Data) Toyafifiosnissnsfanazanansansaaeunasfigalslagld
wanMsILaznen s

- Proof (Digital Signature) tJu Digital Keys suaaﬁﬁﬁm%’aaﬁ’u Credential

> Decentralized Identifier (DID)

DD udeyailldimuasmuvesdifertesiussuy sl damun iHudeyaid
sULUULamE (Schema) Slimsgnusng 4 Aifiuuslag World Wide Web Consortium
(W3C) 1uiieafiu Verifiable Credential ynaunnunumluszuy SSI agdl DID law1zva9
AuLDsUazasauUas (Resolve) 1u DID Document fideyatanizianzasiiisados
fuglddu 9 U Public Key uazdoyadu 1wy Service End Point 619 9 mslassasig
umsgussnan glindsnuluszuvanansadl DID livaesunuinguszasdnislday

Web ID: DID:
https://alice.example .com/#me did:ex:12345#id
‘ resolves to a ‘ resolves to a
Web ID Profile DID Document
(Linked Data): _(Linked Data):

-
Public Key Material
(for authn, signing,

[ Public Key Material J
Service Endpoint URIs ] \heﬂcwﬁon, delegation)

(for WebID-TLS authn)

(storage, OIDC, prefs)

Service Endpoint URIs

(storage, OIDC, prefs)

(link to User Profile)
\h(linl-( to Social Graph)

(name, email, etc)

Social Graph

[ User Profile
[ (foaf-knows etc)
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Amuanalasiasauazieg19eyaves Decentralized Identifier

> Agents and Hub

Agents Tuszuy SSI ifumendnudelusunsuivhanuaiioudusunvesily
o 9 15annsaeenuuulyi Agents iausinegiu Wallet visevinarueglu Cloud n3e
Teaewieily Agents avidousefuindetisdumedidnnasniian vhvdfiunudives
Wallet nasaiiailagld Digital Keys wag DIDs iuﬂwsl,%awiaﬁuqﬂﬂa USN1TUTDILUU
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Hub Wumensusvdelusunsuifidnwaznisvinnundne Agents usglivaroau
annsaudniale dlngldiiudeya dnnisuasuiatudeyaseninedld wwiRnues Hub
gnuanaulaeusEnlulasvendnels Decentralized Identity Foundation (DIF)



Agents

Legal Actors Edge Edge Legal Actors

. Edge-to-Edge Connection .
Individuals Smartphones Smartphones Individuals
o] . N -
%2 i Agencies 0 2%z
- ab Tablets i : Tablets - as
Organizations | Organizations
A groey O O gro— ™
Natural Things Laptops Laptops Natural Things
= [|:| [D =
= Cloud-to-Cloud =
) l 1 Connection | 1 [

M::ir;de Edge Servers D D Edge Servers M:':;"M;de
Entities Edge : Cloud Cloud Edge Entities
Agents + Agents + Agents+ | Agents +
Wallets . Wallets Wallets Wallets

Internet

Auansaanenssuueswanlls Agents

> User Wallet

User Wallet Tuszuu SSI wisuaounsziinaseimsldluiiinusednudgdddu
MAvdnsuazonalsng 9 ldeniusnwilisgnsd Untesainnisgnlasnssy Jvunaidn
wnnagadIn ludagduilvensduls Wallet MisrAuAsiuAnateUsyian 1y Mobile
Wallet 71l4Av Digital Pass %50 Ticket 19 5 9813 Apple Wallet %38 Crypto Wallet
nldivanatiuasulnegns Metamask 3o Atomic Wallet {usiu ws User Wallet 04
YUV SSI auSendned1eaniledn Digital Identity Wallet tulusunsuiidrvesldlunis
Jaiunazu3msdanig Private Keys Mlunisadaganssy vevansligaulunisdnis
ToyadiuiivIednnisteyatasienaIsuanaiinunIednseng q Na1ves Wallet dog 14
afeveanslunisivdsteyadudliviousnisdulussuvedelasnde uanainiideld
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Wallet @unsaiiiu Verifiable Credential ausnnsgiu W3C 910 Issuer 8y ) It ananse
91uTIUAU SSI Agents tilalpusasudetayariuuinisau q lussuunuuinsgiula
Jusu wenmiloand SSI Wallet msiinauantfndrenszilmialy 1w aunsafiessuy
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ANLLERY Wallet

> Data Distribution Service

Data Distribution Service (DDS) 1umaluladiililunisiudsdoyauuy Real-Time
fanUnenssuluu Topic-Centric kagiin15vi191ulluunszaie (Distributed) Tnglunosd
i30T enas eviduag DDS Wurevduafifinsldmunsvanslugnamnssuiifinsld
szvumaluladtugeiifimusniudossuduazuanilasudoyassvissuuniogunsalils
ANuLANAaRY (anedie na1oiu na1egnan) egnasalian 1 gREMATIINIAFIL
WANY QAAMNTIUVNNING QRaMNTIUNISTULAZNISTUEAS gRanrnIsunenIswnmg 1D
! mwé’ﬁaﬁmiﬁﬂﬂ?’ﬂﬁﬂzy,miumiLLamﬂﬁlausﬁaa&aizwjmgwLwﬂiuiagaﬂiaume
melussdnsfifimsldl Platform Tumsamnuazndasusigiudeyaivainuans sovduisgn
Auanuanyaeedn1eliu1nIgIuvee Object Management Group (OMG) waggn
ﬂsz‘vmqnaﬂwaw%@%’miﬁvﬁwawﬁm%ﬁﬁizﬁummw%faﬂ%muagj‘lu Technology
Readiness Level 9 (TRL9) %ﬁLﬁmzﬁuqqqm

RTI Connext: Building Blocks rt

Peer-to-peer:
* Superior for real-time & near real-
time delivery

Integration Services to
connect system-of-
systems

Integration Services can be
composed into a hierarchical
topology

AMnwansantnenssuvaawanskls Data Distribution Services



msudanazuaniasudoyalaeldvensiuas 0DS axgnesnuuuludnuazilienia
Data Centric Design ngfvdnmsfiugiufie n1sihdeyafignéios (Right Data) Tuegluanud
fignea (Right Place) uazgniaan (Right Time) snsimurszuulianansasudsdoyadi
Fosmsundsszuniidmualdiuna Taefildvesszutlifesdinudanofmunssuuidiaiy
dofifmuuanivAsuteyaifistu aundnnisfiugiufinandisiuty ldanmnsaudilam
lelnoauysal Weld3Bnsuanivdsudeyauuudu 9 1wy Web Services 1ludiu msoenuuy
1nelém&nn13 Data Centric Design 9ziinnsfisnuuazfmunalasiairetoyafidednis
wanidsudoyalidmd Tasidondeyamanid Topic fsendisruumans q Topic neld
Domain 38 Partition nila 9 fflazdsdoya Topic a 9 1igszuu (Data Publisher) iflgaiin
wamzideu (Register) Yinsdududinu (Authenticate) wagldsuayn1n (Authorized) A
avanansndstoya Topic Hu 9 1§ Wudeatugudeya (Data Subscriber) Woameidou vh
msBudusnuusslidvisutoyatazldtudeyannadailefinsdstoya Topic Anuesdosnis
ponungszuy lnefl adedoyanasisudoyalisiiudesauladn wiifduasgsudoya
Srurusiilavdedeya Topic Hu Suniedwunanszuvlavielas (Feudazannsaslduay
Tuiinlaguidendiv) nssuuasdetoyalusyuy vihauludnwugnsyane (Distributed) il
Audnas szuvfudsdeyaludnuay Many to Many fszuvdrunilsdrnladoms szuud
wdedsanansavhmsiudsuazuanidsuteyaldnuund

Clinical Decision Support Systems o

HL7/EMR Gateway, Enterprise, 3™ Party

Care Area
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ANA9E1INNTERNRUVANIUNENTSUVRIWaNALIS Data Distribution Services

uananil gensiuas DS MHlun1siuds wanuwdsudoyaludnwaefidu TopiC (Hu
lassasiedoyauuy XML) senineszuunuatglunieiuuarsenitessuvaunigluiy
szuvnuABuen dasiansaudasteyalulassaiisdoyauu Topic Ty SODMX JSON
vsalassasiadayanuy XML 3u 9 lilaede n1s3uds LLaﬂLﬂﬁﬂufﬁayja Topic 1o 9 2%
wiadugliusnisteyanieddstaya (Publisher) waziliuinisdayanielsutoya
(Subscriber) was Topic Hu 9 ¥auegneld Domain vestoyauas Partition vasdoyan
ArizanvessruUiis i dudosoonuuulifudBududarhasuy fudeyaunsidston
awnsnimuanisnseadeya (Filtter) iialdeniundedadoyaniudifosnis nmsfudsdoya



n181d Domain wag Partition Ta ¢ @u1san1MuAsEUUTNYIANUaDAAY (Security
System) lanateseiu aunsaimuaulauienisyin AAA lan1uu1nsgiunluUaondie
sefuge uennissanunsarimunaunweasn1sliuing (QOS — Quality of Services) a4
szuuldnannuanezuuuy W mafvuafeulunisii Data Delivery wuusng 9 nsimue
Availability, Reliability, Order, n15i%un Ownership 1u@y n1sld DDS Faelinnsudn
feyaainmeueniauazmnlunsifinasdiussuuluouian uagdestuanuduanly
msdnnsteyauaznsimuaulsviemsinunanauasaivestoya Wisuszansamlunis
uandsuteyanigludoyasmunftulazuaniudsuteyatuaiv maihdeyagszuy
grudeyananslignesnuuulikenngudeyaindimulssinnanvivesdeys wazgniniveg
luszuugnudoyanunnuvinzauvesyindoyanieiiuiy gadwis DDS @1u15avi1nIs
1#19) (Monitor) LazATIERUNMIWAELLA (Capture Data Changed) U8UVaSUBLAAUNIA
Tusedu Field vivianunsa Update ayalduu Real-Time



