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® Distributed Ledger Technology

Distributed Ledger Technology (DLT) Wussuvmsufitimesuuunszane
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Embedding distributed ledger technology

A distributed ledger is a network that records ownership through a shared registry
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Centralised Ledger — Distributed Ledger
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® Decentralized Application (DApp)
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What is a DApp?

Application

Provider/owner/developer
of application
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Server Server Server
Internet

A centralised application is connected to servers operated by entity
that owns the app.

Decentralised application

Peer-to-peer network

A decentralised application runs on equivalent nodes in a peer-to-peer
network in which each node is controlled by a different entity.

amlSpuiisvantnenssuves Application wuuLAnfiu Decentralized Application

® Self-Sovereign Identity
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> User Roles in Trust Triangle
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Huasanuiigrvdela fReiduiivesaemnuiissylinioly deenionarsiusis

pufiszylivdelal Credential dufinisidsuudasdluanduatuniold vie

wiuneenzeds Wusiy



Issuers Verifier

provides

provides Public DID

Public DID I Sesdveiradond
presents

provides

>
‘o' self-attested
Peer DID

\/ verfied

presentation

issues

Verified Credential Zero knowledge

Proof

via peer DID
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> Verifiable Credentials (VC)
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- Credential Metadata \{utoyailosuinaauifives Credential \Wu foon Usziam
vioihidle (Subject) funaneenuievuneny Reulvnsvuneny Wusy

- Claim (Schema+Data) Toyailfiosnissnafauazaninsansiaaeunazfigalslagld
wanMsILaznen s

- Proof (Digital Signature) tJu Digital Keys suaaﬁﬁﬁm%’aaﬁ’u Credential

> Decentralized Identifier (DID)

DID udoyailldtmundnuresdifsrtestussuy s damun iHudeyai
sULUULamE (Schema) Slimsgnusng 4 Aifiuuslag World Wide Web Consortium
(W3C) 1uiieafiu Verifiable Credential ynaunnunumluszuy SSI agdl DID law1zva9
uLDsUazaNIsaulas (Resolve) 1u DID Document #ifideyatanizianzasiiisides
fuglddu 9 U Public Key uazdoyadu 1wy Service End Point 619 9 mslassasig
umsgussnan glindsnuluszuvanansadl DID livaesunuinguszasdnislday

Web ID: DID:
https://alice.example .com/#me did:ex:12345#id
‘ resolves to a ‘ resolves to a
Web ID Profile DID Document
(Linked Data): _(Linked Data):

-
Public Key Material
(for authn, signing,

[ Public Key Material J
Service Endpoint URIs ] \heﬂcwﬁon, delegation)

(for WebID-TLS authn)

(storage, OIDC, prefs)

Service Endpoint URIs

(storage, OIDC, prefs)

(link to User Profile)
\h(linl-( to Social Graph)

(name, email, etc)

Social Graph

[ User Profile
[ (foaf-knows etc)
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> Agents and Hub

Agents Tuszuy SSI ifumendnudelusunsuivhanuaiioudusunvesily
o 9 15annsaeenuuulyi Agents iausinegiu Wallet visevinarueglu Cloud n3e
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Hub Wumensusvdelusunsuifidnwaznisvinnundne Agents usglivaroau
annsaudniale dlngldiiudeya dnnisuasuiatudeyaseninedld wwiRnues Hub
gnuanaulaeusEnlulasvendnels Decentralized Identity Foundation (DIF)



Agents

Legal Actors Edge Edge Legal Actors

. Edge-to-Edge Connection .
Individuals Smartphones Smartphones Individuals
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%2 i Agencies 0 2%z
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Organizations | Organizations
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Natural Things Laptops Laptops Natural Things
= [|:| [D =
= Cloud-to-Cloud =
) l 1 Connection | 1 [

M::ir;de Edge Servers D D Edge Servers M:':;"M;de
Entities Edge : Cloud Cloud Edge Entities
Agents + Agents + Agents+ | Agents +
Wallets . Wallets Wallets Wallets

Internet

Auansannenssuueswandlls Agents

> User Wallet

User Wallet luszuu SSI wisualounsziinaseimsldluiinusednudgdddu
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> Data Distribution Service

Data Distribution Service (DDS) 1umaluladiililunisiudsdoyauuy Real-Time
fanUnenssuluu Topic-Centric kagiin15vi191ulluunszaie (Distributed) Tnglunosd
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Readiness Level 9 (TRL9) %ﬁLﬁmzﬁuqqqm

RTI Connext: Building Blocks rt

Peer-to-peer:
* Superior for real-time & near real-
time delivery

Integration Services to
connect system-of-
systems

Integration Services can be
composed into a hierarchical
topology

AMnwansantnenssuvaawanskls Data Distribution Services
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Clinical Decision Support Systems o

HL7/EMR Gateway, Enterprise, 3™ Party

Care Area
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n181ld Domain wag Partition Ta ¢ @u1san1MuasEUUTNYIANUaDAAY (Security
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